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Abstract
Bluetooth Low Energy (BLE) employs MAC address randomisation
– via Resolvable Private Address (RPA) – to mitigate long-term de-
vice tracking on public advertising channels. Existing research has
shown that advertising packets contain metadata and structural fea-
tures that allow re-identifying a target device via manually crafted
rules. In this work, we investigate the feasibility of automating the
process of tracking BLE devices despite MAC randomisation by
leveraging machine learning algorithms for the signature creation.
Based on the actual Bluetooth traffic from target devices, we char-
acterise the persistence of advertising-layer features across RPA
changes and formulate device linkage as a supervised classifica-
tion problem. Using simple decision tree classifiers as a proof-of-
feasibility approach, we evaluate the distinguishability of target
and non-target devices under varying address rotation patterns.
Our results reinforce prior work demonstrating that advertising-
layer metadata can enable device re-identification under MAC ran-
domisation, to the point where such linkage can be automated
using standard supervised learning techniques, without any spe-
cific knowledge of the technology.
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1 Introduction
Bluetooth Low Energy (BLE) the most widely used standard for
short-range wireless communication between personal devices,
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wearables, and IoT systems. Back in 2010, the BLE 4.0 standard in-
troduced the Resolvable Private Address (RPA) standard to mitigate
device tracking and protect user privacy. A device uses randomised
MAC addresses instead of its real MAC address, i.e., it periodically
refreshes its address to prevent observers from long-term device
tracking [6, 20]. Only paired devices that possess the key to resolve
the randomised address can identify the real device MAC and use
its services.

Despite its design goals, prior research has shown that BLE ad-
dress randomisation does not fully prevent device tracking. Several
works show that randomised addresses can be linked to the same
physical device, either by exploiting implementation flaws [14, 17],
side channels [3, 22] or information leakage from payload data
[1, 2, 4, 7, 9, 12]. Existing attacks, however, still require substantial
protocol knowledge and manual analysis. In particular, effective
tracking often depends on handcrafted heuristics, expert interpreta-
tion of payload structure, or device-specific signature design. This
limits the scalability of the attack and raises the bar for the attacker.

In this paper, we ask a different question: Does modern machine
learning make BLE de-randomisation easy to automate? More pre-
cisely, we investigate whether a passive adversary can train a clas-
sifier from previously observed advertising traffic and later use it to
recognise the presence of the same target device after one or more
MAC address rotations. Our goal is not to introduce a stronger side
channel, but to show that advertising-layer information already
observable by a passive receiver is sufficient to automate the attack.

We formulate BLE device re-identification as a supervised bi-
nary classification problem over advertising packets. In an initial
training phase, the adversary observes the target device under
conditions that allow its advertisements to be labelled as positive
samples, while also collecting advertising packets from unrelated
nearby devices as negative samples. From these labelled packets,
the adversary trains a model that captures advertising-layer charac-
teristics observable without pairing or address resolution. During
deployment, the trained classifier identifies packets likely emitted
by the same target device in a mixed BLE trace. Packet-level predic-
tions are then aggregated by advertised MAC address to determine
whether a previously unseen RPA is a candidate address of the
target device. This shifts the attack from manual, device-specific
signature construction to automated feature learning.

We evaluate the approach on traces collected from fourteen tar-
get devices, aiming to re-identify each within a pool of several
hundred devices under varying traffic conditions and noise levels.
In our dataset, we surprisingly observe that, 15 years after the in-
troduction of Resolvable Private Addresses, only 1/3 of observed
devices do not even support it. Even when trained on only two
observed RPA epochs, a simple decision tree can recover almost all

https://doi.org/XXXXXXX.XXXXXXX
https://doi.org/XXXXXXX.XXXXXXX


, , Alghamdi et al.

advertisements from the target (98.6% recall), with a packet-level
FPR below 2% and only 0.38% false device identifications after ag-
gregation. These results reconfirm established work in the field
that packet-level features observable on BLE advertising channels
remain sufficiently stable across MAC address changes to support
automatic re-identification. More importantly, they show that ma-
chine learning substantially reduces the expertise needed to mount
this class of attack, enabling automated and scalable device tracking.

2 Bluetooth Low Energy
This section provides background on Bluetooth Low Energy (BLE),
focusing on the advertising mechanism and device-addressing model
on which our work builds.

2.1 BLE Protocol
BLE is a short-range communication technology operating on 40
channels in the 2.4 GHz ISM band [6]. Three of these channels are
reserved for advertising traffic, while the remaining are used for
data transfer.

BLE devices typically operate in a connectionless discovery mode
before establishing encrypted communications. Devices periodi-
cally broadcast advertising packets that can be passively received
by any nearby observer, enabling device discovery and announcing
available services.

2.2 BLE Device Advertising
Bluetooth devices announce their presence and capabilities through
advertising packets without requiring prior pairing. In this work,
we focus on BLE Extended Advertising (EA) packets, which contain
the advertised device address and other protocol-level fields. These
fields include Advertising Data (AD), where devices may disclose
information such as names, services, capabilities, and manufacturer-
specific data.

All advertising-layer fields are transmitted in plain text before
connection establishment. Therefore, both header metadata and
advertising data structures are observable by a passive adversary.

2.3 BLE Device Addressing
BLE devices are identified by a 48-bit Bluetooth MAC address, which
are of multiple address types [6]:

• Public Device Address (PDA): an address uniquely as-
signed to the device by the manufacturer in compliance with
IEEE specifications [13].

• Random Static Address (RSA): a randomly generated ad-
dress that remains unchanged during device operation and
is only renewed after a power cycle.

• Non-Resolvable Private Address (NRPA): a randomly
generated address that is periodically renewed and cannot
be resolved to a permanent identity.

• Resolvable Private Address (RPA): a random address that
can be resolved to a stable identity using an Identity Resolu-
tion Key (IRK). Like NRPAs, this class of address is refreshed
periodically, typically every 15 minutes.
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Figure 1: Threat model scenario.

MAC addresses are present in all advertising messages. The main
goal of RPAs is to prevent long-term linkability of advertising pack-
ets to a single physical device based solely on the observability
of the device’s MAC address. However, address rotation only pro-
tects the MAC field, while the content and structure of advertising
data are implementation-dependent and not strictly bound to the
address regeneration process.

2.4 Threat Model
We consider a passive adversary located within radio range of the
target device and capable of capturing BLE advertising packets
transmitted on the advertising channels. The adversary does not
interact with devices, does not perform active probing, and does not
possess any cryptographic material such as the Identity Resolution
Key (IRK).

The target device employs Resolvable Private Addresses (RPAs),
which rotate periodically. We denote the time-varying address of
the target device as 𝑅𝑃𝐴𝑇𝐷 (𝑡). In addition to the target, the envi-
ronment contains multiple unrelated devices emitting advertising
traffic using their own addresses, which may or may not rotate,
denoted as 𝐴𝑁𝑇𝐷 (𝑡).

As illustrated in Figure 1, the adversary observes a stream of
advertising packets associated with multiple MAC addresses (e.g.,
𝑀𝐴𝐶1, 𝑀𝐴𝐶2, 𝑀𝐴𝐶3). Due to address rotation, these addresses
cannot be directly linked to a stable device identity. The adversary’s
objective is therefore to determine whether observed advertising
packets belong to a specific target device despite MAC address
randomisation.

We model the attack as a two-phase process. During an initial
observation period, i.e., a training phase, the adversary collects
advertising packets known to be emitted by the target device, as
well as advertising packets from unrelated nearby devices.1 These
packets form positive and negative samples for training a model

1Such knowledge arises, for instance, because the adversary had previous physical
access to the device, temporarily observed it in isolation, or was once a trusted party
before losing its pairing privileges.



Learning to Link: Automatic Re-identification of BLE Devices Under MAC Address Randomisation , ,

that captures device-specific characteristics observable at the ad-
vertising layer. In a deployment phase, the adversary applies the
trained model to newly observed traffic to determine whether the
target device is present under previously unseen RPAs.

For the purpose of dataset construction only, we assume the
availability of a trusted device that has been paired with the target
and possesses the corresponding IRK. This device can resolve RPAs
to a stable identity and is used exclusively to generate ground-truth
labels. This capability is not available to the adversary during the
attack.

3 Related Work
As BLE became widely adopted in IoT and consumer devices, Blue-
tooth security and privacy research increasingly focused on whether
its privacy mechanisms prevent long-term tracking. Several studies
have shown that address randomisation is not implemented consis-
tently across devices, and that implementation flaws may expose
permanent addresses [17]. Infrequent address rotation can also en-
able tracking through temporal and signal-strength continuity [15].
Even under standard-compliant behaviour, successive addresses
can be linked using weak identifiers such as advertising intervals
and limited simultaneous rotations [14].

3.1 Signature-based Device Re-identification
Several works have shown that BLE advertising traffic can be ex-
ploited for device re-identification despite MAC address randomisa-
tion. Existing approaches can be broadly categorised into payload-
based linkage, temporal and signal-based matching, and higher-
layer fingerprinting.

Becker et al. [4] show that many devices embed persistent identi-
fying tokens within advertising payloads. They propose an address-
carryover algorithm that exploits asynchronous changes between
payload fields and randomised addresses to associate successive
MAC addresses under continuous observation. Complementing this
line of work, Akiyama et al. [1, 2] propose identification methods
based on temporal and signal-strength characteristics of adver-
tising packets. Their approaches formulate MAC association as a
matching problem, leveraging reception time and RSSI patterns
to link addresses even when device-specific payload tokens are
unavailable.

Boussad et al. [7] introduce McMatcher, which constructs sym-
bolic representations of RSSI time series to match random MAC
addresses without supervised model training. Similarly, Despres
et al. [12] show that transmission characteristics, such as signal
strength and advertising intervals, can be used to link rotating MAC
addresses for the purpose of detecting malicious BLE trackers.

At a higher protocol layer, Celosia et al. [9] show that GATT
profiles can serve as fingerprints: services, characteristics, and asso-
ciated metadata often remain sufficiently stable to uniquely identify
devices, further limiting BLE privacy mechanisms.

Collectively, these studies show that BLE advertising-layer meta-
data, payload structure, and signal-level features can provide suf-
ficient continuity to associate randomised BLE MAC addresses,
even when address rotation is correctly implemented. However,
these approaches typically rely on manually designed signatures,

specialised matching procedures, or continuous observation of the
target device.

3.2 Machine Learning in Wireless Security
Machine learning has been applied to device fingerprinting and
identification problems in several wireless domains. For instance,
Sobot et al. [19] investigate supervised learning techniques for de-
vice identification using wireless fingerprints extracted from Wi-Fi
and narrowband IoT communications. Similarly, Bezawada et al. [5]
propose IoTSense, a behavioural fingerprinting framework that
uses machine learning models trained on network-traffic features
to identify IoT device types. These works show that learning-based
methods can distinguish devices from observable communication
features, but they target different wireless technologies or device-
type identification rather than BLE address re-identification.

In the context of BLE, machine learning has primarily been ap-
plied to detect anomalous behaviour or attacks within BLE commu-
nication, rather than to link anonymised identifiers to a persistent
device identity. Lahmadi et al. [16] propose reconstruction and
classification techniques to detect Man-in-the-Middle (MitM) at-
tacks in BLE networks. Existing surveys of BLE security [8, 18, 21]
highlight growing interest in data-driven detection mechanisms.
Address re-identification is not considered among the supervised
learning problems.

3.3 Advertising Behaviour Analysis
The analysis of device advertising behaviour is a critical metric
for evaluating the LE privacy feature. Celosia et al. [10] establish
a systematic evaluation framework, identifying several device im-
plementation flaws, such as address lifetime non-compliance and
the non-uniform distribution of random static addresses, which
undermine BLE privacy provisions. Complementing their work in
[11], the authors provide a deeper analysis of Apple’s ecosystem
proximity-based services. The analysis proved that, despite the use
of address randomisation, advertising traffic can leak personal and
behavioural user actions.

Overall, prior work demonstrates that BLE address randomi-
sation can be circumvented using payload inspection, temporal
analysis, or signal-level features. However, these approaches typi-
cally rely on handcrafted heuristics, continuous observation of the
target device, or specialised matching procedures.

In contrast, our work formulates BLE device re-identification
as a supervised learning problem over advertising-layer features
and evaluates whether standard machine learning models can learn
target-specific patterns without manual signature design. Addition-
ally, we provide a practical methodology to construct labelled BLE
traces, enabling systematic evaluation of learning-based attacks.

4 BLE Trace Collection
In this section, we describe the experimental setup and data collec-
tion methodology used to construct our labelled BLE advertising
trace dataset.

4.1 Testbed and Data Collection
Our testbed consists of three entities:

• a target device, which is the subject of our tracking;
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Figure 2: Testbed configuration for data collection.

• a trusted device, which has been previously paired with the
target device and is thus able to resolve the target device’s
RPA through the corresponding IRK;

• an adversary device which is not paired with the target device
and therefore can only observe the broadcast RPAs without
resolving them.

The trusted device is used only for dataset construction: its resolu-
tion capability is used exclusively to generate ground-truth labels
and is not available to the adversary during the attack.

As described in Section 2.4, the target device emits EA packets
using a time-varying address (i.e., 𝑅𝑃𝐴𝑇𝐷 (𝑡)), while unrelated (non-
target) background devices emit advertising traffic using their own
addresses (𝐴𝑁𝑇𝐷 (𝑡)), which may or may not rotate.

We configure the testbed such that both the trusted device and
the adversary are within radio range and can observe the EA packets
broadcast by the target device, as illustrated in Figure 2.

For each target device, we simultaneously collect two BLE traces:
one adversary trace captured by the adversary, and one resolved
trace recorded by the trusted device. The trace temporal alignment
ensures that packets observed in the adversary trace can be matched
to the corresponding ground-truth information derived from the
resolved trace.2

Since the trusted device is the sole possessor of the IRK, only
it can resolve all 𝑅𝑃𝐴𝑇𝐷 (𝑡) to the underlying stable identity. We
do not filter the adversary trace, which contains both target and
non-target traffic. In contrast, the resolved trace collected by the
trusted device is restricted to packets emitted by the target device
and is used solely for ground-truth construction.

2Some packets may be missing due to channel loss or capture limitations. This may
introduce asymmetry between traces, but our matching procedure is robust to partial
observations.
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Figure 3: GT matching algorithm. For each possible MAC
(bottom), we count the number of EAs that match in the
resolved trace (top). We discard false matches (device on the
bottom) that have low match ratio.

4.2 Ground Truth Construction
The key idea is to use the resolved trace to extract Advertising Data
(AD) structures specific to the target device, and then identify the
corresponding packets in the adversary trace.

Given the adversary and resolved traces, we construct ground-
truth labels for the adversary trace such that EA packets emitted
by the target device are distinguished from those generated by
background devices, thereby forming the basis for subsequent su-
pervised learning. To accomplish this, we design an algorithm to
label each packet in the adversary traces using the corresponding
resolved traces.

The algorithm unfolds as follows:
(1) From the resolved trace, for each EA packet emitted by the

target device, we extract the AD and construct a reference
set R𝐴𝐷 of AD structures.3

(2) We group the packets in the adversary trace by advertised
MAC address. For each address 𝑚, we compute the total
number of packets 𝑛𝑡𝑜𝑡𝑎𝑙 (𝑚) containing any AD and the
number of packets whose AD is contained in R𝐴𝐷 , denoted
as 𝑛𝑚𝑎𝑡𝑐ℎ (𝑚). We then define the AD appearance ratio as
𝜌 (𝑚) =

𝑛match (𝑚)
𝑛total (𝑚) . 𝜌 (𝑚) represents the fraction of packets

sent by𝑚 whose AD field exactly matches one of the AD
structures observed in the resolved trace.

(3) If 𝜌 (𝑚) ≥ 𝜃 , where 𝜃 is a fixed threshold, we consider𝑚 as
belonging to the target device. This process yields a reference
set R𝑅𝑃𝐴 of RPAs belonging to the target device.

(4) We label EA packets whose address is in R𝑅𝑃𝐴 as target,
while others are labelled as non-target.

The threshold 𝜃 mitigates false associations caused by back-
ground devices that occasionally emit advertising data identical to
that of the target device. This situation may occur when short or
generic AD structures are shared across devices, as illustrated in Fig-
ure 3. Packet loss or capture limitations may also cause asymmetries
between the adversary and resolved traces.

3We discard EA messages with an empty AD field.
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Table 1: Device breakdown by type

Target type # Devices

Earbuds / Headphones 7
Phone 2
Smartwatch 1
Tracker tag 1
Laptop 1
Tablet 1
Development board 1
Total 14
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Figure 4: Trace composition before noise injection. The bars
show the number of target (positive) BLE advertisements
in each trace, while the line reports the number of distinct
RPAs observed for the target device.

To select 𝜃 , we analyse the distribution of 𝜌 (𝑚) for all addresses
exhibiting at least one match with R𝐴𝐷 . We observe that all target-
device addresses have 𝜌 (𝑚) > 0.5, while the only spurious matches
are associated with addresses for which a single advertisement
matches the resolved trace. We therefore set 𝜃 = 0.5, which pre-
serves all target RPAs while removing these false associations.

4.3 Dataset Overview
We collected BLE traces in different environments, each containing
one target device and several nearby BLE devices that were not
controlled, and in some cases not even known, by the experimenter.
We first collected three traces in our lab, and then asked Master’s
students to replicate the same data collection procedure in their
own environments. Eleven students completed the task successfully,
resulting in a final dataset of 14 traces, each centred on a unique
target device.

4.3.1 Trace analysis. The target devices include smartphones, smart-
watches, laptops, tablets, earbuds, tracker tags, and development
boards. Table 1 summarises their distribution by category. Each
trace lasts at least 30 minutes, which is sufficient to observe multi-
ple address rotations per device under typical RPA refresh intervals
of 15 minutes.

Using the labelling strategy described in Section 4.2, we identify
the packets emitted by the target device and use them as positive
samples in the final evaluation dataset. Figure 4 summarises the
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Figure 5: Per-device characterisation of the noise bank,
grouped by BLE address type.

contents of each trace. For each target device, we report the number
of advertisements emitted by the target device (green bar), while
the blue line reports the number of distinct target RPAs observed
during the capture period. As expected, the amount of advertise-
ments sent by each target device varies substantially across traces,
because it depends on the density and advertising behaviour of
each device. Each trace contains at least three RPAs for the target
device, enabling evaluation across multiple address rotations.

All remaining advertising packets, i.e., packets not labelled as
belonging to the current target device, are then collected into a noise
bank. The noise bank therefore contains real background traffic
observed across the collected traces, including non-target devices
that were present during the target device capture.

For each observed RPA epoch of the target device, we inject
advertisements from a varying number 𝑁 of unrelated devices and
temporally align them with the corresponding address-rotation in-
terval. 𝑁 allows us to control the amount of background traffic seen
by the classifier while preserving realistic advertising behaviour: all
negative samples originate from real BLE devices and retain their
original packet contents and transmission patterns. We detail the
device sampling strategy in Section 6.1.

4.3.2 Noise bank characterisation. We construct the noise bank
from advertising traffic emitted by both target and non-target de-
vices observed across the collected traces. To avoid including sparse
advertisers, we only include devices that broadcast at least 10 ad-
vertising packets during their observation period.
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In total, the noise bank contains 345,283 advertising packets
broadcast by 3,884 distinct BLE addresses. Of these, 56.4% of them
are resolvable private, 19.6% are static private, 16.9% are non-resolvable
private and 7.1% of them are of public type. These statistics show
that, while most traffic is associated with RPAs, there is still a
substantial fraction of traffic associated with static, public or non-
resolvable addresses.4 Nevertheless, their inclusion is important for
emulating realistic BLE background traffic, since a passive observer
is exposed to a mixture of address behaviours rather than only to
devices implementing address rotation.

Figure 5 provides further characterisation of the background
devices in the noise bank by separating them according to address
type. Figure 5a shows the distribution of the number of packets
emitted by each device, highlighting the biassed nature of BLE
traffic. While the average address contributes approximately 90
packets, we observe a small amount of addresses that emit more
than 1,000 packets during trace collection. Public address types
contribute substantially more advertisements compared to the other
address types, likely because they do not rotate over time. However,
private static addresses, which are expected to exhibit the same
behaviour, contribute way fewer packets.

Figure 5b shows the broadcast duration distribution, computed
as the time passed between the first and last packet sent by the
given BLE address. It shows that most devices are visible for less
than 10 minutes. This behaviour is expected in real BLE environ-
ments, where devices may enter or leave radio range, advertise
intermittently, or remain continuously present during the capture.
As also expected, public and private static addresses are present
for longer times on average compared to their (non-)resolvable
counterparts, since the latter are periodically rotated and thus split
the same physical device’s activity across multiple addresses.

5 Classification Framework
Starting from the labelled traces, we formulate device linkage as
a supervised binary classification problem over individual BLE
advertising packets. Each packet observed in the passive trace is
represented by a feature vector and assigned a label according to
the ground-truth. The classifier predicts whether a given packet
was emitted by the target device (target) or by any other device in
the environment (non-target).

The ultimate objective of the adversary is not to classify individ-
ual packets, but to determine whether the target device is present
in the observed environment despite MAC address randomisation.
Since the adversary does not know which RPAs correspond to
the target device, this requires identifying which observed MAC
addresses could plausibly belong to it.

To this end, we adopt a two-stage approach. First, the classifier
identifies packets likely emitted by the target device. Second, packet-
level predictions are aggregated at the MAC-address level: for each
observed address, we consider all associated packets and determine
whether the address could correspond to an instance of RPA𝑇𝐷 (𝑡).
Thus, packet-level classification provides the evidence used to infer
device presence and identify candidate target addresses.

4These statistics are computed over BLE address instances rather than physical devices.
Since the same RPA-enabled device may contribute multiple addresses over time, these
fractions are not indicative of device-level adoption rates.

In the following, we describe the feature extraction process and
justify the choice of the classifier used to evaluate the feasibility of
packet-level discrimination under MAC randomisation.

5.1 Feature Extraction
For each advertising packet, we extract a set of features that are
directly observable by a passive adversary and that may exhibit
persistence across RPA rotations.

For all packets, we extract protocol fields and capture metadata
associated with each advertising event. These include header-level
attributes exposed by the BLE stack, such as event type, connectable
and scannable flags, payload length, and received signal strength
when available. Although these fields do not uniquely identify
a device, prior work suggests that they may exhibit consistent
patterns across address changes and therefore contribute to device
re-identification.

For packets containing non-null advertising payloads, we ex-
tract the Advertising Data (AD) field and encode its content us-
ing overlapping byte-level 3-grams derived from the hexadecimal
byte sequence. This byte-level representation avoids assuming that
the adversary is a Bluetooth expert or can parse the semantics
of AD structures, which may contain both standard fields and
manufacturer-specific data. By modelling stable fragments of the
payload rather than relying on specific field matches, the classifier
can autonomously learn structural regularities that persist across
packets and RPA epochs.

All extracted features are encoded into a sparse vector repre-
sentation suitable for supervised learning. The feature space com-
bines metadata attributes and payload-derived n-grams. Feature
extraction is strictly limited to attacker-observable information: no
information derived from the resolved trace, address resolution, or
pairing state is included as an input feature.

Given the class imbalance of our dataset, we train and evaluate
the classifiers under skewed class distributions.

5.2 Classifier Choice
We employ decision tree classifiers as a proof-of-feasibility baseline
to distinguish between target and non-target devices.

While simple, decision trees are well-suited to this setting. They
support heterogeneous feature types, including continuous or dis-
cretised measurements (e.g., RSSI), binary indicators (e.g., advertis-
ing flags), and high-dimensional sparse features derived from pay-
load n-grams. Additionally, they can model non-linear interactions
between metadata and payload features, which is important when
device-specific behaviour arises from combinations of advertising-
layer attributes rather than single invariant fields. Finally, they
provide interpretability through explicit splitting rules and fea-
ture importance scores, enabling inspection of which observable
features drive re-identification.

Overall, our goal is not to optimise classification performance
through complex model architectures, but to assess whether stan-
dard supervised learning techniques are sufficient to automate an
attack that previously required manual signature construction.

We evaluate this framework using a group-aware validation strat-
egy that holds out entire RPA epochs, as described in Section 6.1.
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Table 2: Hyperparameter Selection

Parameter Values tested

max_depth 4, 6, 8, 10, None
min_samples_leaf 1, 5, 10

min_samples_split 2, 4, 8

6 Evaluation
In this section, we evaluate the effectiveness of the proposed classi-
fication framework.

6.1 Validation Strategy
To evaluate whether the proposed classification framework gen-
eralises across address rotations, we adopt a nested, group-aware
validation strategy based on the target device’s RPA epochs. For a
target device observed across 𝐾 RPA epochs, each validation round
trains the classifier on 2 epochs (one used for training, one used
for validation), assuming that the attacker has limited informa-
tion about the target device. We evaluate the trained model on
the remaining 𝐾 − 2 epochs (used for testing). This guarantees
that the held-out epochs correspond to RPAs that were never seen
during training/validation, thereby testing whether the learned
advertising-layer features persist across address rotations.

The process is performed independently for each target device:
for each target, we train a separate binary classifier to distinguish
that device from background traffic. The objective is therefore
target-device re-identification, not cross-device classification.

The procedure unfolds as follows:

(1) Group by RPA epoch: For each target device, we partition
the labelled scenario into 𝐾 groups, where each group cor-
responds to one RPA epoch of the target device. A group
contains all packets emitted by the target device under that
RPA.

(2) Construct fixed test groups: For each group, we construct
a fixed test group by injecting traffic from 𝑁 unrelated BLE
addresses sampled from the noise bank. These groups are
reused across training settings. We fix 𝑁 = 50, ensuring that
all models are tested under identical, maximally challenging
conditions.

(3) Outer validation loop: We apply a leave-𝑃-groups-out
strategy, with 𝑃 = 𝐾−2, thereby training on two RPA epochs
and testing on the remaining 𝐾 − 2. This represents a chal-
lenging scenario in which the attacker has labelled traffic
from only two RPA rotations of the target device.

(4) Train-test scenario construction: For each split, we con-
struct the training and testing sets separately. For the testing
set, we extract the fixed test groups belonging to the held-
out test epochs. This step ensures that, for a given split, all
training noise settings are evaluated on the same noisy test
groups. For the training set, we take the two selected epochs
from the labelled trace before noise injection and inject traffic

from 𝑁 ∈ {10, 20, 30, 40, 50} unrelated background addresses,
allowing us to evaluate multiple noise conditions.5

(5) Inner validation and hyperparameter selection: Within
each training split, we perform a grid search over the pa-
rameters listed in Table 2. We use an inner group-aware
cross-validation over the 2 training epochs, so that hyperpa-
rameters are selected without using packets from the held-
out test epochs.

(6) Training and evaluation: Using the selected hyperparam-
eters, we train the final decision tree classifier on all training
groups and evaluate its performance on the held-out test
groups.

This process yields
(𝐾

2
)

decision trees for each target device and
noise setting. Each model classifies whether a given EA packet
belongs to the target device based on its EA information.

6.2 Packet-Level Classification Performance
We first evaluate the classifier’s ability to distinguish individual
advertisements emitted by the target device from those sent by
background devices. Since the validation procedure holds out entire
RPA epochs, successful classification indicates that the classifier
has learned advertising-layer features that remain stable across
address rotations.

At the packet level, the classifier achieves a mean precision of
91.4%, a mean recall of 98.6%, and a mean F1-score of 92.6%. The
high recall shows that the classifier correctly retrieves practically all
advertisements of the target (true positives), even when the model
is trained on only two RPA epochs. These results are particularly
strong considering the conservative evaluation setting: each model
is trained using only two RPA epochs of the target device and
just 10 noise devices (negative devices). This increases both class
imbalance and the chance of observing advertising patterns similar
to those of the target.

The lower precision is largely explained by the evaluation proto-
col. During testing, the classifier is evaluated against advertisements
from 50 unrelated devices, resulting in several thousand negative
packets for every validation split. Consequently, even a very low
false-positive rate translates into a noticeable reduction in precision.

We next analyse whether increasing the amount of background
traffic available during training affects the classifier’s tendency to
produce false positives.

6.3 Impact of Training Noise
We vary the amount of background traffic injected into the training
epochs 𝑁 ∈ {10, 20, 30, 40, 50}. We keep the test scenario fixed
across all training-noise settings with 𝑁 = 50 unrelated devices.

Figure 6 reports the distribution of the splits’ false positive rates
(FPR) for each training-noise setting 𝑁 . We calculate the FPR as
𝐹𝑃𝑅 = 𝐹𝑃

|𝑁𝑜𝑖𝑠𝑒 | , or the ratio between the number of background
advertisements incorrectly classified as target and the total number
of background advertisements in the corresponding test split. The
boxplots include all outer validation splits. Since more than 50% of
splits have no false positives, the median number of false positives

5When injecting training noise, we exclude background addresses that appear in the
corresponding test groups, thus preventing possible shortcuts caused by the same
background address appearing in both training and testing.
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is 0, and only the whiskers, which show the 95-percentile, are
visible. Overall, the results show that the FPR remains low across
all training-noise settings, with 95% of splits having an FPR less
than 1.2%. Only in a few cases, the max FPR grows to 2-3% – see
the dots.

Interestingly, increasing the number of background devices used
during training does not appear to produce a clear improvement
in the false positive rate. This suggests that the remaining false
positives are not primarily caused by insufficient negative training
samples. Instead, they appear to arise from specific advertisements
whose advertising-layer features resemble those of the target device,
which the single decision tree has a hard time separating.

Recall that 𝑁 controls the number of injected background de-
vices’ addresses, but not the absolute number of packets they gener-
ate. As shown in Figure 5a, each device contributes a highly variable
number of advertisements, so two training splits with the same
value of 𝑁 may still contain different amounts of negative traffic.

We also investigated whether the absolute number of injected
background packets correlates with the FPR. However, we observe
little relationship. This suggests that false positives are not primarily
driven by the sheer quantity of negative packets available during
training and that including additional packets does not necessarily
add new discriminative information. Many advertisements emitted
by the same background address share identical or highly similar
advertising data, so increasing the number of packets may mostly
repeat already observed patterns rather than expose the classifier
to meaningfully new negative examples. More expressive ensemble
models may further reduce these remaining false positives, which
we leave for future work.

Given this strong packet-level performance, we next evaluate
whether these predictions are sufficient to identify the target device
at the MAC-address level.

6.4 From Packet-Level Detection to Device
Identification

The adversary’s objective is to identify whether an observed MAC
address corresponds to the target device. Since classification is
performed at the packet level, predictions must be aggregated to
infer address-level information.
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Figure 6: Distribution of split-level false positive rates (FPR)
across training-noise settings.

We use a simple aggregation rule analogous to the one used for
ground-truth construction. For each observed MAC address𝑚, we
compute the fraction of packets classified as target 𝜇 (𝑚) = 𝑛pred (𝑚)

𝑛total (𝑚) ,

where𝑛pred (𝑚) is the number of packets associated with𝑚 classified
as target, and 𝑛total (𝑚) is the total number of observed packets for
that address.

We then mark 𝑚 as a candidate RPA𝑇𝐷 (𝑡) if it satisfies two
conditions: 𝑛total (𝑚) ≥ 𝑛min, and 𝜇 (𝑚) ≥ 𝜏 , where 𝑛min filters
out addresses supported by too few packets, and 𝜏 controls how
consistently an address must be classified as target.

Figure 7 reports the values of 𝜇 (𝑚) for all addresses classified
as target at least once in the 𝑁 = 10 noise setting. Green bars
indicate true target RPAs, while red bars indicate non-target RPAs
that receive at least one positive packet-level prediction. The figure
shows that true target addresses generally exhibit high 𝜇 (𝑚) values,
typically above 80%. At the same time, several background addresses
also receive positive predictions, some with 𝜇 (𝑚) < 80%. Therefore,
setting 𝜏 > 0.8 correctly identifies all target addresses, and excludes
11 noise devices from being classified as positive, with just 11 false
addresses identified as target out of a total of 2,904 negative devices,
i.e., a 0.38% of false device identification.6

Overall, this simple aggregation step shows that strong packet-
level classification can translate into even stronger address-level re-
identification. Even a modest number of correctly classified packets
can be sufficient to flag candidate RPAs belonging to the target
device, while the minimum-packet threshold limits false positives
caused by sparse false-positive background addresses. We leave
a systematic exploration of MAC-level filtering criteria as future
work.

6.5 Feature Importance
A key advantage of decision trees is their interpretability. Unlike
more complex models, decision trees provide explicit splitting rules
and feature importance scores, allowing us to identify which ob-
servable attributes drive the classification process.

To analyse model behaviour, we extract feature-importance scores
from the decision tree trained in each validation fold. We first av-
erage the scores across folds for each target device and normalise
them so that the importances sum to one for that device. We then av-
erage the normalised per-device scores and normalise once more to
obtain a global view of feature relevance across the dataset, giving
each target device equal weight.

Our results reveal that classification is overwhelmingly driven
by the content of the Advertising Data (AD) field: AD 3-grams
account for 91.7% of the total feature importance, indicating that
the classifier primarily relies on recurring payload patterns to dis-
tinguish target-device packets. The single most influential 3-gram
contributes 4.8% of the overall importance, while the remaining
importance is distributed across more than 119 k other payload
fragments.

In contrast, protocol-level metadata plays only a minor role
in classification. The most relevant non-payload features are the
AD length and RSSI, accounting for 3.6% and 3.2% of the total

6Note that the total number of negative devices is not equal to 50 multiplied by the
number of RPA epochs, as the same background address may appear in multiple target
traces.
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Figure 7: Values of 𝜇 (𝑚) for MAC addresses𝑚 whose packets have been classified as target at least once when training with
𝑁 = 10 background devices. Green bars indicate the target device’s true MAC addresses (true positives). Red bars indicate false
positive MAC addresses. The numbers above each red bar indicate the number of positively classified packets. The numbers at
the bottom indicate the trace number.

importance, respectively, followed by TX Power which accounts
for 1.1%. All other fields contribute 0.1% or less, including the peer
address type (0.1%), secondary PHY (0.06%), event type data flags
(0.04%), primary PHY (0.03%) and advertising SID (0.02%).

These results indicate that device re-identification is primar-
ily driven by advertising-payload content rather than protocol
metadata or signal-level characteristics. More importantly, the dis-
criminative payload patterns are automatically discovered from
byte-level n-grams, without requiring the adversary to parse AD
structures or manually design device-specific signatures.

Overall, these results show that different devices expose different
forms of persistent information at the advertising layer. In particular,
specific values or patterns within the Advertising Data field can act
as implicit identifiers, even in the absence of stable MAC addresses.
This confirms findings of previous works: device re-identification
is enabled by a combination of protocol behaviour and payload
structure. Here, we show that both of them can be automatically
learned by a supervised model.

7 Discussion
Our results indicate that BLE device re-identification can be auto-
mated by learning persistent patterns in advertising-layer features.
However, the practical impact of this finding depends on the as-
sumptions made about the attacker, the amount of labelled traffic
available during training, and the diversity of the BLE environments
considered in the evaluation. In this section, we therefore discuss
the main limitations of our study before outlining possible coun-
termeasures that could reduce the linkability of BLE advertising
traffic.

7.1 Limitations
While the results demonstrate the feasibility of automated BLE
device re-identification, several limitations should be considered.

First, the threat model assumes a training phase in which the ad-
versary observes the target device and obtains labelled positive and
negative samples. The resulting model is therefore target-specific
and does not generalise to arbitrary unseen devices. In practice, the
attack requires prior exposure to the target device before it can be
re-identified under new RPAs. Future work could relax this assump-
tion by considering scenarios in which the adversary cannot isolate
the target traffic during training, and instead trains classifiers for
all devices observed during an initial collection period.

Second, classification is performed at packet level, while the ad-
versary’s objective is to identify devices at the MAC-address level.
Packet-level errors may propagate during aggregation, potentially
leading to missed target addresses or false candidate addresses. As
shown in Section 6.4, this effect can be mitigated through thresh-
olding, but a more systematic exploration of the (𝑛min, 𝜏) parameter
space remains future work. Another direction is to train classi-
fiers directly at the address or device level rather than aggregating
packet-level predictions.

Third, our evaluation is based on 14 target devices and obser-
vation windows of at least 30 minutes per trace. Although the
experiments cover different environments, device types, traffic con-
ditions, and levels of background noise, further validation on larger
datasets is required to assess robustness over longer time periods
and across a broader range of devices.

Finally, our evaluation constructs controlled scenarios by inject-
ing traffic from 𝑁 = 50 non-target devices sampled from the noise
bank. This provides a reproducible way to evaluate the attack under
realistic background traffic, but does not exhaust the full range of
possible BLE environments, device densities, or mobility patterns.
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7.2 Possible Countermeasures
Previous work has shown that advertising payloads constitute a
major source of linkability despite BLE MAC address randomization,
as they often expose persistent information that can be used to re-
identify devices across address changes [4, 9]. Our results further
reinforce this observation by showing that even simple machine
learning models can automatically exploit such information without
requiring protocol-specific knowledge or handcrafted signatures.

A promising direction is therefore to redesign the advertising
process for privacy-sensitive devices. One possibility is to minimize
the information exposed before connection establishment, postpon-
ing the disclosure of richer advertising data until after a trusted
peer has authenticated or established a connection. Since paired
devices can already resolve RPAs using the shared Identity Reso-
lution Key (IRK), this approach would preserve normal operation
while significantly reducing the information available to passive
observers.

An alternative approach would be to cryptographically protect
the advertising payload itself. Rather than transmitting advertis-
ing data in cleartext, devices could encrypt it using keys derived
from the shared credentials established during pairing, allowing
only authorized peers to recover the advertised information while
preventing passive observers from exploiting persistent payload
patterns. Such a solution would preserve the current discovery
model for paired devices without requiring additional connection
attempts.

Neither approach is suitable for all BLE applications. Devices
whose purpose is public discovery, such as beacons, inherently
trade privacy for discoverability. However, both appear well-suited
to personal devices – including smartphones, wearables, and periph-
erals – whose primary objective is to prevent long-term tracking.
Designing and evaluating such privacy-oriented advertising mech-
anisms, together with their impact on usability, interoperability,
and energy consumption, remains an interesting future direction.

8 Conclusions
In this work, we investigated whether BLE device re-identification
under MAC address randomisation can be automated using super-
vised machine learning. We formulated the problem as a packet-
level classification task over advertising traffic and proposed a
methodology to collect and label BLE traces using a dual-sniffer
setup. Our evaluation on multiple commercial devices shows that
even simple models can successfully learn device-specific patterns
and identify target devices across address rotations in most cases.

Overall, our results confirm that BLE privacy protections remain
limited. More than 15 years after the introduction of Resolvable
Private Addresses, support across devices is still incomplete, and
even when correctly implemented, other observable signals at the
advertising layer enable reliable re-identification. This confirms
that MAC address randomisation alone is insufficient to prevent
tracking in practice.
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A Ethics
This work involves the collection and analysis of BLE advertising
traffic, which may include data from nearby third-party devices.
Although such data is publicly broadcast and does not require
pairing or user interaction, it may still raise privacy concerns, as
device-level information could potentially be linked to individuals.
To mitigate this risk, we will not release raw traces publicly; ac-
cess to the dataset will be granted only upon request, while code
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for analysis will be made openly available. Furthermore, the tech-
niques presented in this work could be misused to enable device
tracking. Our goal is to highlight limitations of existing privacy

mechanisms and contribute to their improvement, rather than to
facilitate misuse.
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